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Keyword Search vs. Semantic Search
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Semantic Retrieval

This is not theoretical!
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Threats to Information Retrieval 

• Search/Generative Engine Optimization

• Spamming retrieval and search

• Spamming product listing

• Spreading misinformation



Embedding Search Makes SEO Easier

• Search/Generative Engine Optimization

• Spamming retrieval and search

• Spamming product listing

• Spreading misinformation



Natural Hubness

Natural Hubness: in high-dimensional vector spaces, a few points appear as neighbors 
of many other points. (e.g., Strongest natural hub in MS COCO (5 captions per image): 

one image retrieved by 102 of 25K captions queries with OpenCLIP.)



Question: Could adversaries exploit hubness?



Adversarial ML techniques can create hubs



Motivations



Perturb input to align it 
with many targets at the 
same time.

Adversarial Hubness

Turning arbitrary inputs into powerful hubs
Compared with the strongest natural hub, our 
hubs on average are:
3.11× stronger for image-to-image
12.37× stronger for text-to-audio
155.96× stronger for text-to-image



Adversarial Hubness in Cross-Modal Retrieval

Vector DB

Query 1
Encode Search

Embedding
Adv hub

Gallery

Encode Retrieve

Top k documents

Query 2

…

Output 2

Output 1

…

Add 

perturbation Upload

Vector DB

Query 1
Encode Search

Embedding
Adv hub

Gallery

Encode Retrieve

Top k documents

Query 2

…

Output 2

Output 1

…



perturbationclean input

Multi-Modal Adversarial Hubs

𝜃m 𝑥 + 𝛿 ∼ Centroid(𝜃𝑚(Ys)),Ys⊆𝑌
Alignment

randomly selected query set



Distribution Gap

The gap is huge with two different modalities



Adversarial Hub in Text-to-Image Retrieval



Adversarial Hub in Image-to-Image Retrieval

Query Result



• 91.3% top-1 success against text-to-image retrieval, aligning 

one image with 25k queries

• 58.0% top-5 success against image-to-image retrieval, 45.7% 

success against Pinecone image-search App (black-box)

• 75.3% top-5 success against text-to-audio retrieval

Results

Only used 100 randomly selected target query sample!



• Embedding search makes SEO easier: attackers only need one 

vector to be close to many queries.

•  Hubness makes this feasible in high-dimensional spaces.

• Existing defenses for natural hubness do not stop concept-

based adversarial hubs.

Takeaways

More details in the paper…



Companies are making moves



Our code is available!

https://arxiv.org/pdf/2412.14113

Thank You!
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